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April 2021

We updated the Microsoft Edge section to clarify the
definition of browsing activity data and better
communicate how individuals can control the use of
their browsing activity data for personalizing
Microsoft Edge and Microsoft services.

March 2021

To better communicate how we handle children’s data,
we elevated the Collection of data from children
section in the Privacy Statement to make the
information easier to find and expanded the section
with further clarifications, such as information related
to Xbox profiles.
We updated the wording in the Windows apps section
to better communicate our data practices related to the
Photo and Camera apps.
We modified the How to access and control your
personal data and How to contact us sections to
clarify when we will respond to questions and
concerns.
We clarified the Enterprise and developer products
section by providing more direct access from the
Privacy Statement to the Azure Playfab Terms of
Service.
We modified the California Consumer Privacy Act
section to provide more direct access from the Privacy
Statement to the California Consumer Privacy Act
Notice for California Consumers.

January 2021

In the Microsoft Edge section, we clarified our
privacy practices related to MSN Content accessible
through the web browser and the ability to sync
browser data.
In the Personal data we collect section we introduced
the definition of traffic data to better communicate
how Microsoft handles data related to its
communication services.
We modified the Enterprise online services and the
Where we store and process personal data sections
to clarify Microsoft’s processing of personal data in
connection with its legitimate business operations
incident to providing services to commercial
customers.
We added a new section, Speech Recognition
Technologies, and made changes throughout the
Privacy Statement to better communicate how
Microsoft completes automated and manual reviews
of data that we process and, with your consent,
reviews voice data in order to build and improve our
speech recognition technologies.
The How to Contact Us section was modified to
better represent our global approach to ensure that
individuals can communicate with Microsoft.
We provided a more concise pathway to learn more
about our data handling experiences when using the
Kinect devices in the Xbox section.
We updated the Cortana section and modified other
parts of the Privacy Statement to better illustrate the
privacy practices associated with Cortana’s current
and prior versions.
We revised the Microsoft Translator section to better
communicate our privacy practices when the services
are used as part of a stand-alone consumer application
or integrated into other products and services.

November 2020

We supplemented the Microsoft 365 section by
clarifying our privacy practices related to connected
experiences.
In the Bing section, we provided additional
information regarding how data is transferred to a
destination webpage when accessing the webpage
through Bing search results.
We revamped the Xbox section with new language to
better illustrate our privacy practices.

September 2020

We supplemented the Xbox and Xbox Live section
by including the Game Pass App and clarifying our
processing of console diagnostic data.
We introduced the Surface Duo section to describe
our privacy practices related to the new device.
We added additional language to clarify Microsoft's
use of the EU-U.S. Privacy Shield Framework in the
Where we store and process personal data section
to clarify that Microsoft does not rely on the EU-U.S.
Privacy Shield Framework as a legal basis for
transfers of personal data in light of the judgement of
the Court of Justice of the EU in Case C-311/18.
We clarified how Microsoft utilizes cookies and other
communication technologies and how individuals
consent to and can personally control their use by
making updates to the Cookies and similar
technologies section.
We added language to the Collection of Data from
Children section to better illustrate how parents and
guardians can manage, view, and delete a minor’s
data.
We also enhanced the language in the SwiftKey
section to explain changes in the technology and how
individuals can personalize its use and the data that it
collects.

July 2020

We made edits throughout the privacy statement to
reflect changes in our branding of Microsoft’s
products and services. For example, we changed
certain references from Office 365 to Microsoft 365 to
further increase clarity on how a product processes
personal data.
We added additional language to the Microsoft Edge
section to clarify our data handling and process
practices when Password Monitor is used and content
is downloaded to enhance the browsing experience.

June 2020

We made edits throughout the privacy statement
intended to improve transparency and readability. For
example, we:

Added further information on how to use
Microsoft services such as Microsoft Teams;
and
Added language clarifying Microsoft’s personal
data processing when Microsoft processes data
for legitimate business operations.

We clarified how individuals may communicate with
Microsoft to exercise their data privacy rights in the
California Consumer Privacy Act and How to
contact us sections.
In the Skype section, we updated language to clarify
the service’s translation functionality related to
Translation features.
We added a section on Microsoft Teams to describe
Microsoft’s processing activities specific to the
Microsoft Team’s experience.
We supplemented language in the Feedback Hub
section to clarify internal business operations.
In the Windows apps section, we added additional
language to Camera and Photos apps to describe
Microsoft’s processing activities specific to the
experience.

May 2020

We added a section on HoloLens to describe our
processing activities specific to the HoloLens device
and experience.
We added a section on Windows Mixed Reality to
describe our processing activities specific to Windows
Mixed Reality experiences.

April 2020

In Personal data we collect, we added information
about personal data we collect during in-store events.
In How we use personal data, we added information
on our processing of personal data for prize
promotions and other in-store events.

February 2020

In California Consumer Privacy Act, we added a
link to information on how you can use an authorized
agent to exercise your rights.

January 2020

In Advertising, we included information about
privacy settings in Microsoft Edge related to
personalized advertising.
In Search, Microsoft Edge, and artificial
intelligence, we added a section specific to Microsoft
Edge. The Microsoft Edge section includes
information regarding:

Content that you may save on your device.
The ability to share browsing history associated
with your Microsoft account to improve your
web experience.
Privacy settings.
Diagnostic data collection and use.

In Web browsers – Microsoft Edge Legacy and
Internet Explorer, we clarified that the section
applies to legacy versions of Microsoft Edge.

December 2019

In Other important privacy information, we added
a section on the California Consumer Privacy Act.
In How to access and control your personal data,
we added a link to the Microsoft Privacy Report
which provides aggregate metrics about user requests
to exercise their data protection rights.
In Products provided by your organization – notice
to end users and Enterprise and developer
products, we provided additional information about
processing personal data of users accessing Microsoft
products with an organizational account (such as a
work or school account) for Microsoft’s legitimate
business operations.
In Windows Diagnostics, we revised the terminology
regarding levels of diagnostic activity data. Basic
diagnostic data is now called Required diagnostic data
and full diagnostic data is now called Optional
diagnostic data.

October 2019

In Skype, we clarified that Microsoft uses voice and
text data in the voice-to-text feature to provide
captioning of audio for users.

September 2019

In Products provided by your organization – notice
to end users, we added information regarding our
processing of student personal data with respect to
Microsoft products provided by K-12 schools.
In Your Phone, we included information about
making and receiving calls from your Android phone
on your Windows device.

August 2019

In How we use personal data, we clarified that we
employ both automated and manual methods of
processing personal data.
In How to access and control your personal data,
we added instructions on how to export your Skype
chat history and files.
In Windows apps, we added information about
Narrator, a screen-reading app that helps you use
Windows without a screen.

June 2019

In Xbox and Xbox Live, we added information about
the data we collect from Xbox consoles, Xbox Apps,
and Xbox Live to provide experiences and
subscription services.

May 2019

In Cortana, we added information regarding how
Cortana can interact with other Microsoft products
(e.g., Office) and third-party services.
In Speech, Voice Activation, Inking, and Typing,
we:

included information regarding speech
recognition features for HoloLens devices and
Windows Mixed Reality.
added Voice Activation to provide additional
information regarding how (i) apps interact with
Windows voice recognition, (ii) Microsoft uses
voice data, and (iii) users can enable and disable
voice activation.

In Camera and Photo apps, we inserted information
regarding the ability to group photos by time,
location, tags, and faces.
In Windows Search, we added a Your Phone section
describing an app that allows you to link your
Android phone with your Windows device.

April 2019

In the Office section, we added information about
connected experiences and the collection and
processing of diagnostic data.

March 2019

In Where we store and process personal data, we
clarified that our commitment to the EU-U.S. and
Swiss-U.S. Privacy Shield frameworks extends to
personal information received from the United
Kingdom.

November 2018

In Entertainment and related services, we updated
Mixer to provide more information regarding which
user interactions are publicly viewable.

October 2018

In Reasons we share personal data, we added an
example of sharing certain data with an employer or
school to enable them to manage the Microsoft
products it provides to you (or that you sign into with
an account it provides to you).
In the Where we store and process personal data
section of Other important privacy information, we
specified that we will cooperate with the Swiss
Federal Data Protection and Information
Commissioner for resolving disputes with Swiss
individuals under the Swiss-U.S. Privacy Shield
agreement.
In Products provided by your organization—notice
to end users, we clarified that an employer’s or
school’s ability to administer products and accounts
can include control of privacy-related settings.
In Enterprise and developer products, we added
PlayFab Services as an example of enterprise and
developer cloud-based services.
In Skype, we added a paragraph describing a new
captioning feature.
In Windows, we:

reiterated how an organization can access data
from Windows devices it manages.
provided further examples in the description of
Activity history.
clarified that the Advertising ID controls apply
only where an app is relying on the Advertising
ID, and does not affect other means providing
interest-based advertising (such as cookies).
added text in Diagnostics describing that
diagnostic data can be shared with an
organization, such as an employer or school, to
help manage the organization’s devices and that
aggregated diagnostic data may also be shared
with other selected third parties.
added a new Feedback Hub section to describe
the collection of feedback and diagnostic data
through the app.
made several clarifications under Location
services, motion Sensing, and recording,
including specifying that Windows will attempt
to determine location when you make an
emergency call, regardless or your location
settings, and that your mobile operator has
access to your device’s location.
edited descriptions in Speech, Inking, and
Typing to improve clarity and provide
additional details about available controls.
under Web browsers—Microsoft Edge and
Internet Explorer, described a unique ID that
is sent by the Edge browser to certain selected
websites that enables us to develop aggregate
data to improve browser features and services,
and added a description of a new “Website Pin
to Taskbar” feature.

We made additional edits throughout the privacy
statement intended to improve transparency, enhance
readability, and update outdated links and references.

August 2018

We made additional edits throughout the privacy
statement intended to improve transparency and
readability. For example, we provided more
descriptive labels for hyperlinks.
We separated the description of the personal data
Microsoft collects for speech recognition from the
description of the personal data Microsoft collects for
inking and typing recognition, and simplified both.
We clarified that, in some cases, access or control to
personal data is limited as required or permitted by
applicable law.

May 2018

We made edits throughout the privacy statement
intended to improve transparency and readability. For
example, we:

added new categories of personal data we
collect, such as voice data, content consumption
data, and browse history;
added new uses of personal data;
simplified text and eliminated duplicative text
and qualifiers such as “we may”;
added navigation cues, like bullet points, to
highlight key points and reduce reader fatigue;
and
improved consistency in the language used
describe similar concepts.

We added language required by the EU General Data
Protection Regulation (GDPR). For example, we now:

describe individuals’ rights to access their data,
which applies regardless of location;
describe the legal bases for Microsoft’s data
processing, including under the GDPR’s
legitimate interests provisions, and the purposes
of our processing of personal data; and
specify the choices individuals have with
respect to sharing personal data with Microsoft,
along with the consequences of sharing and
Microsoft’s data processing.

In the Personal Data We Collect section, we:
added language to direct customers to the
appropriate sections of the privacy statement;
added new examples of third-party sources of
personal data; and
updated the descriptions of types of personal
data we collect.

In the How We Use Personal Data section, we:
clarified how Microsoft uses data generally,
using concepts from the data taxonomy
framework in the ISO 19944 international
standard;
clarified our policies around storing
unauthenticated data and authenticated data;
and
updated specific descriptions of how Microsoft
uses personal data. For example, we added text
to describe how we use personal data for
promotional communications and legal
compliance, and we provided information about
where Microsoft uses automated systems to
process personal data. Additionally, we moved
some details about our advertising practices to a
separate section under Other Important
Information.

In the How to Access & Control Your Personal
Data section, we described how customers can access
their personal data and made the text applicable to all
customers, regardless of their location.
In the Cookies and Similar Technologies section, we
updated the description of the cookies Microsoft uses.
In the Notice to End Users section, we clarified cases
when organizations, like an employer or school, have
access to an individual’s personal data.
In the Microsoft Account section, we clarified the
differences between the three types of Microsoft
accounts.
In the Other Important Privacy Information
section, we:

moved the contents of the European Privacy
Rights subsection to the How to Access &
Control Your Personal Data and How to
Contact Us sections.
added a section called Advertising, using text
from the original How We Use Personal Data
section, to describe Microsoft’s advertising
practices and commitments;
updated information on how Microsoft
processes children’s personal data;
clarified how and when Microsoft makes
changes to the privacy statement;
identified which Microsoft entities are data
controllers under the GDPR, how to contact us,
and how to lodge a complaint.

In the Enterprise and Developer Products section,
we:

described how basic, aggregated account
information related to Enterprise Online
Services may be shared with authorized
partners in certain circumstances.
identified that Microsoft is a data processor
under the GDPR when providing the
Enterprise Online Services.

In the Office and Skype sections we described new
features and updated how existing features and
functionality process personal data. For example, we
explain how Cortana words in Skype.
In Search and Artificial Intelligence, we described
our most current features and functionality. For
example, in the Cortana subsection, we described the
personal data Microsoft collects from users who are
signed in and signed out of the service.
In the Windows section, we removed text about a
service, Wi-Fi Connecting to suggest open hotspots,
that is no longer available. Under Web Browsers, we
described the type of browser data that syncs across
devices.
In the Entertainment and Related Services section,
we updated how existing features and functionality
process personal data and provided new information
on Xbox, Xbox Live, and Mixer.
We added a hyper link to access the privacy policy of
our subsidiary LinkedIn.

April 2018

In Personal Data We Collect, we deleted references
to defined terms in the Online Services Terms (OST)
as data definitions changed in the April 2018 OST.
We updated the URL to the Law Enforcement
Transparency Report in Reasons We Share Personal
Data.
In Cookies & Similar Technologies, we updated the
list of opt-out pages for our analytics providers.
In Where We Store and Process Personal Data, we
listed additional countries where Microsoft operates
data centers and updated the URL to the European
Commission’s decisions on the adequacy of the
protection of personal data in third countries.
We updated our Dublin address in How to Contact
Us.
In Enterprise and Developer Products, we:

deleted the subsection for Cognitive Services as
we moved Cognitive Services under the same
terms as Azure services. To learn more, see:
https://azure.microsoft.com/support/legal/cognitive-
services-compliance-and-privacy/.
added references to professional services
available under the Online Services Terms.
added a reference to Personal Data, a new
defined term in the Online Services Terms.
for transparency, we noted that Bing Search
Services, as defined in the OST, use data as
described in the Bing section of this Privacy
Statement.
we updated the link to Microsoft SQL Server’s
privacy supplement.

In Cortana, we describe how location data Cortana
collects may be used to provide personalized
experiences in other Microsoft products.
In Windows, we:

added text to describe new features, such as
Activity History, and new functionality in
Windows Apps.
updated the Diagnostics section to (i) provide
more information about how Microsoft
processes Diagnostic data, (ii) describe the new
privacy control for Inking and Typing data, and
(iii) provide more information about Tailored
experiences.
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